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Problem Statement
Senior Design teams at Iowa State store their projects in the Senior Design lab in lockers
secured by padlocks. These locks are reused semester after semester and previous students
may remember their locker combination for the sake of tampering with current student’s
projects. Additionally, administrators have the maintenance overhead of manually assigning
lockers to students. This is unacceptable, as students spend hundreds of hours and hundreds
of dollars on their projects, and the senior design lockers must be as secure as possible.

Solution Statement
The solution, which is extensible, reliable, and affordable, reprises the current system to
utilize electronic lockers, complete with remote management. These lockers are battery
powered and access is provided using current student’s ISU ID cards. Groups may also be
assigned a username and password to access their lockers under the case that individual
students forget their ID card.
This solves the aforementioned issues by securing the lockers to the point where previous
students cannot access current lockers, and administrators can easily install or alter lockers,
saving both time and money.
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System Level Design
System Requirements
Functional Requirements
● System shall read student’s ISU ID Card, providing access on a single swipe
● System shall have a keyboard failback, such that students without ID Cards may still
access the system
● System shall allow administrative functionality, both local and remote, including
altering access lists and overriding functionality
● Wireless transmitters should securely transmit data, ensuring only secure access to
lockers
● LCU (“Locker Control Unit”) shall be secure, in that only a valid signal from the MCU
(“Main Control Unit”) will open the lock
● The MCU must store usernames/passwords/groups of users, and be easy to remotely
manage to alter information
● The MCU must be “lockeddown”, such that nonadministrative users cannot alter or
access any information

NonFunctional Requirements
● LCU shall be batterypowered and last a minimum of two full semesters
● The LCU batteries should supply at least 4 volts of power until shutdown event
● The LCD display on the MCU shall display when locker batteries are below 20% and
are in need of replacement
● The LCU, lowpower, red LED shall illuminate every 5 seconds when batteries are
below 10% power
● The servo should be able to hold open the lock for at least 10 seconds
● The locker shall relock 10 seconds after it has been unlocked.
● The LCU green LED shall illuminate when the locker has been unlocked.
● The MCU must connect to Iowa State public WiFi, and must automatically connect
after a reboot
● The MCU must allow incoming SSH connections
● The MCU must reject foreign input
● The MCU must display a status report on valid administrative SSH login
● The MCU must be able to control lockers a maximum of the distance of the room
● The LCU shall have a physical key that will manually unlock the lockers for cases in
which batteries have died
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Operating Environment
The current solution assumes a standard environment of a classroom or workplace, where
general secure access is assumed. Users would be able to safely store personal items in a
designated locker with an automated lock. This lock is controlled by the swipe of an id card.
The user would be able to either swipe their personal card or type their group
username/password into a designated keyboard. This control of access to the lockers is
determined by the credentials stored on the MCU located in the room. Additionally, it is
assumed that the lockers are stored in a stable operating environment in a
temperaturecontroller room. As general secure access is also assumed, no physical security
shall be implemented to the controlling units beyond a standard casing unit and lock.
Additionally, it is assumed that the environment is weathercontrolled and is not be exposed to
the elements.
In more detail, the following environmental conditions are assumed:
●
●
●
●

Temperature ranging from 65 degrees fahrenheit to 75 degrees fahrenheit
Locker dimensions 4’ x 5.5’ x 17’’
Room dimensions 44’ x 28’
Several room obstacles, hindrances, and blockages of varying materials that obstruct
wireless signals

Intended Users and Uses
The intended users for this product are students enrolled into Senior Design for the
ECPE department at Iowa State University. Additionally users include management staff, who
will remote into the MCU (“Main Control Unit”) to manage the system by adding/removing user
accounts to lockers, and managing battery supply units.
The lockers themselves are “BoltCutter safe”, in that they are designed around the
same difficulty as bringing a pair of bolt cutters into the room and cutting the doors off
manually. As such, the lockers are intended to be secure from most standard means of digital
cracking, and they shall also be physically safe from all but the persistent in physical damage.
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Block Diagrams of the Concept

Figure 1, Concept Block Diagram of Project
All components to the left of “WIRELESS” are considered parts of the LCU and all components to the right of
“WIRELESS” are considered parts of the MCU
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Figure 2, Block Diagram of Project with interconnections
All components to the left of “WIRELESS” are considered parts of the LCU and all components to the right of
“WIRELESS” are considered parts of the MCU

Detailed Implementation
I/O Specification
The input and output shall be as follow:
Output:
● LCD display on the MCU (“Main Control Unit”) shall render username/password
information, and display success/fail on opening a locker
● LCD display on the MCU shall render, specifically, which LCU’s have critical battery
levels
● When the LCU receives a correct signal from the MCU, the corresponding locker
should unlock for 10 seconds and a green LED should illuminate during this time to
indicate that the locker can be opened
● When battery power is at 10% a red LED shall illuminate, every five seconds, on the
LCU to indicate that batteries are critically low and need to be replaced.
Input:
● Magneticstrip card reader
○ Reads ISU ID Card, providing information on magnetic strip
● Full qwertystyle keyboard for username/password entry
● RemoteSSH management input

Circuit Specifications
Power Circuit and Design
The power sources for the LCU (“Locker Control Unit”) are batteries. The project will be using
four 1.5 volt ‘Energizer max AA’ batteries to power the ATMEGA328, servo, and Xbee units.
From the current draw calculation it was calculated the required milliamp hours needed to
keep the system running, as seen below. The results were then compared with three different
types of batteries: Energizer ultimate lithium, Energizer Max, and Energizer rechargeable. The
Energizer max provided the best cost/performance ratio with the minimum capacity, which is
why it was chosen to power the system.
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The battery chosen has a 7 year shelf life at 21 degrees celsius. The typical weight is 23
grams, and typical volume is 8.1 cubic centimeters. It can operate at 0 degrees F to 130
degrees F. Below are the battery dimensions taken from the data sheet:

Atmega to Servo Circuit Specification
The I/O of the servo is controlled by the ATMEGA328. The servo is powered from the
batteries, through a transistor, to conserve power. When the ATMEGA receives the command
to move the servo, it sends a signal out pin 15, which is a PWM pin, on the ATMEGA328. The
ATMEGA is programmed to rotate the servo to the desired location depending on the width of
the pulse the ATMEGA sends out of pin 15. Furthermore, when the servo receives the
command to move, a 5V signal is sent out of pin 14 to switch on the transistor. When the
servo is not sent a signal to move, pin 14 is left floating and the 10k pull up resistor pulls the
NPN base voltage up to 6V, which turns the transistor off. This causes the servo to only be
powered when instructed to move, saving power.
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Figure 3, Atmega to Servo Circuit Schematic

Atmega to Visual Output Specification
The visual output (BiLED) is controlled by pins 18 and 19 of the ATMEGA328. When the
ATMEGA receives the signal to illuminate the green LED it sends a signal out of pin 18.
Alternatively, when the ATMEGA receives the signal to illuminate the red LED it sends a
signal out pin 19.
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Figure 4, Atmega to Visual Output Circuit

Atmega to Xbee Circuit Specification

Figure 5, Atmega to Xbee pin layout
There are only two pins of ATMEGA328 connected to the two pins of the Xbee. The pins of
ATMEGA328 are PD0 (RXD) and PD1 (TXD) whereas the pins of the Xbee are ‘Dout’ and
‘Din’. The ATMEGA328 and Xbee are connected to the 5V (‘Pin’ VCC) and 3.3V (‘Pin’ VDD)
voltage supply respectively.

Pi to Xbee Circuit Specification
The Raspberry Pi and the Xbee unit are connected to each other with a single microusb
cable. The Raspberry Pi operating system then autodetects a new serial device, and registers
it to a default port (typically ‘/dev/ttyUSB0’, however USB1 and USB2 are also common). The
Raspberry Pi server is configured to accept only input on /dev/ttyUSB0. For this reason, the
Raspberry Pi must reboot if no valid port is detected.

Pi to Display Connection Specification
The Raspberry Pi and the LCD Display module connect using a series of cables linking the
Raspberry Pi HDMI port to the Display’s RCA port. The RCA display was chosen for the
cost/quality reasons.
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Alternative displays may be hotswapped as necessary, so long as they can be registered by
the Rasbian operating system and over the HDMI interface.

Xbee to Xbee Specification
Xbee modules are embedded solutions providing wireless endpoint connectivity to devices.
These modules use the IEEE 802.15.4 networking protocol for fast pointtomultipoint or
peertopeer networking.They are designed for highthroughput applications requiring low
latency and predictable communication timing. Xbee modules are ideal for lowpower,
lowcost applications.
Xbee units can be used for wireless communication with low power consumption. It
communicates with well known UART interfaces and makes it easy to use. It is simple and
straightforward if you only use 2 Xbee units for communication. Xbee units can communicate
up to 300ft and operate on 3.3 volts @ 50 milliamps. The board contains 6 tenbit ADC input
pins and 8 digital I/O pins. Xbee also allows for 128bit encryption.

Figure 6/7, Xbee pin layout diagram
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Xbee units consists of 20 pins. Eight digital I/O pins that allow the device to function with both
input or output, set by software. Of these digital pins six can function to give the ADC input.
One pin is designated for digital output only. Two pins, VCC and GND, provide power to the
device. One pin also allows for voltage reference; while the other eight pins allow the Xbee to
perform further functionality. Two pins allow for UART data in and UART data out. Two pins
can function to allow PWM output. Three pins are set to either control sleep or reset, one of
which allows for a sleep indicator. And the final pin is reserved.
Xbee Communication Protocol
Communication between the LCU and MCU is through the Xbee interface. No explicit Xbee
encoding is used. The commands are as follow:
(MCU sending, LCU receiving)
open <lockerId>
(LCU sending, MCU receiving)
ackt <lockerId>
batt <lockerId> <batteryLevel>
Where <lockerId> is the lockerId of the designated locker, and <batteryLevel> is the battery
level of the locker that wishes to update it’s recorded battery level in the database. All data
sent is automatically encrypted by the Xbees.

USB Connection Specification
The keyboard and card reader are connected to the Pi using USB connection. The keyboard
used is a qwerty keyboard normally used for desktops and laptops. The keyboard gives input
of alphanumeric characters (ISU ID number and Password of the locker) to the Pi in order to
be processed and then to send the appropriate information to open the respective locker.

Hardware Specifications
Locking Unit Specification
Servo Motor
The motor being used to control the locking and unlocking of the lock is a sub micro servo 
GWS NARO HP BB. This servo has the capability to interface with PWM compatible devices
and can hold any position from 0 to 180 degrees. The servo can apply 19.4 ozin torque at
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6VDC and can operate in the range of 46V. The servo also has a maximum current draw of
140+/50mA at 6VDC and draws 15mA under static conditions.

Figure 8, Sub Micro Servo - GWS NARO HP BB
The I/O of the servo motor is connected to the ATMEGA328 via transistor. When the
ATMEGA sends a signal to move the position of the servo, the increase in voltage causes the
transistor to power the servo and move it to its desired location. When the servo does not
receive a signal from the ATMEGA, it stays at its current location and operates under static
current conditions. The servo is independently powered from the battery source in order to
avoid current spikes and unnecessary power draw.
Lock
The lock being used is a Master Lock (1714) that is commonly used in athletic locker room
lockers. The lock contains a 5pin tumbler cylinder for supreme security and is key operated.
The lock is spring loaded with its resting position in the locked position. The lock is controlled
by the servo motor, which is connected to the lock via metal fasteners. When the servo
moves, it pulls the lock into the unlocked position and then moves the lock back into the
locked position once the unlocking time has expired. The spring loading capabilities of the
lock make it so the lock can be in the locked position when the locker is open, then when one
wants to close the locker, the lock is compressed to fit back in the locker and then expanded
once fully in the locker.
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Figure 9, Master Lock
BiLED (
1601057ND)
A bicolored (red/green) LED is used to provide user feedback of the status of the locker. A
green light indicates that the locker has been unlocked. A red light indicates that the battery in
the locker needs to be replaced. The LED is 5mm and operates on a 5V power source from
the ATMEGA328.

Figure 10, Bi-LED

ATMEGA328 Microcontroller Specification
The ATMEGA328 is a microcontroller chip produced by Atmel. It is an 8bit microcontroller
that has 32KB of flash memory, 1KB of EEPROM, and 2KB of internal SRAM. The
ATMEGA328 has 28 pins. It has 14 digital I/O pins, of which 6 can be used as PWM outputs
and 6 analog input pins. These I/O pins account for 20 of the pins.
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Figure 11/12, Atmega Pin Diagram
These i/o pins can function as an input to the circuit or as output, set by software. 14 of the
pins are digital pins, of which 6 can function to give PWM output. Six of the pins are for analog
input/output. Two of the pins are for the crystal oscillator, providing a clock pulse for the
Atmega chip. A clock pulse is used to synchronize the communication between the
microcontroller and the device(s) it is connected to. Two of the pins, Vcc and GND, provide
power to the microcontroller. The ATMEGA328 is a lowpower chip, so it only needs 1.85.5
volts to operate. The ADC has 3 pins set aside for it to function: AVCC, AREF, and GND.
AVCC is the power supply, positive voltage, that is for the ADC. GND is the power supply
ground. AREF is the reference voltage that the ADC uses to convert an analog signal to its
corresponding digital value. The last pin is the RESET pin.
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Locker Control Unit  Bill of Materials

MCU Mount Specification
The MCU does not require any specialized mounting, as all of the external hardware
components are hotswappable.
The Raspberry Pi is encased in a generic case, where the Xbee unit also sits inside for safety.
This case has sufficient airflow to provide sufficient cooling for daytoday operation.

Pi Controller Specification
The Raspberry Pi model used is the Model 2B+, which comes with 1 GB of ram, 4 USB ports,
an ethernet port, HDMI video, and sufficient GPIO pins for any modern use. It is powered by a
900 Mhz ARMCortexA7 CPU quadcore, which supplies more than enough processing power
for this application and any reasonable expansions upon it’s use.
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Additionally, a 16 GB microsd card will be used to store relevant data and the operating
system itself.

Main Control Unit  Bill of Materials

Software Specifications
Atmega Microcontroller Software Specification
The ATMEGA328 is loaded with a bootloader that allows for the user to upload new code
without the use of an external hardware programmer. The user can load the ATMEGA328 on
an Arduino board and while using the opensource Arduino environment can easily write and
upload code on to the microprocessor. The Arduino environment runs on windows, Mac OSX,
and Linux. The environment is written in Java and based on processing, avrgcc, and other
open source software.
The ATMEGA328 contains 32 KB Onchip InSystem Reprogrammable Flash memory for
program storage. Since all AVR instructions are 32 bits wide, the Flash is organized as 16KB
x 16. For software security, the Flash Program memory space is divided into two sections: the
Boot Loader Section and the Application Program.

LCU Specifications
The LCU is controlled by the Atmega Microcontroller. This Microcontroller imports several
libraries and runs several functions for the LCU to function correctly.

Software Libraries
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avr\Sleep.h
Use of the SLEEP instruction can allow an application to reduce its power consumption
considerably. AVR devices can be put into different sleep modes. This macro automatically
sets the sleep enable bit, goes to sleep, and clears the sleep enable bit.
avr\Power.h
Many AVRs contain Power Reduction Register or Registers that allow you to reduce power
consumption by disabling or enabling various onboard peripherals as needed. There are
many macros in this header file that provide an easy interface to enable or disable onboard
peripheral to reduce power.
SoftwareSerial.h
The Arduino hardware has builtin support for serial communication on pins 0 and 1. The
native serial support happens via a piece of hardware(built into the chip) called UART. This
hardware allows the Atmega chip to receive serial communication even while working on
other tasks, as long as there is room in the 64 byte serial buffer
.

LCU Software Implementation
ISR(TIMER1_OVF_vect)
Timer overflow interrupt. This function interrupts the code to check the timer flag. if the flag is
set to 0, it sets it to 1.
enterSleep(void)
Enters the processor in sleep. This function runs a series of commands to enable sleep mode
on the Atmega.
setup()
Setup for the serial communication ports and sleep timer.
loop()

May1525 WiFi Connected Locker Access System 22

This function is like a while loop that constantly runs the applications over.
servoPulse(int servo, int angle)
This function is the controller of the servo movement. ‘servo’ is the digital pin that controls the
servo. ‘angle’ is the degree of movement for the servo to turn.

Pi Controller Software Specification
The Raspberry Pi is loaded with RASBIAN operating system to minimize development costs
and to improve future usability and maintainability.
The core application is written in Python 2.3, with a database utilizing SQLite.

Database Specifications
The database is SQLite V3.8.9, with the main DB access layer written in Python and using the
Sqlite 3 library. This library, with associated licenses, is distributed with the source code of the
application.
There are two tables inside of the database, “lockers” and “users”, which are defined below.

Figure 13. MCU Database table specification

MCUServer Specifications
The MCU server is split into several files, “MCUServer.py”, “Locker.py”, “User.py”, and
“DAL.py”
DAL.py

May1525 WiFi Connected Locker Access System 23

Stands for “Data Access Layer” which houses all of the sql commands to retrieve models from
the database to be used in the actual MCUServer application. These are the methods
contained within the object:
InitiializeDB(self)
Initializes the database, called at every start of the MCUServer application. It initializes the
tables for lockers and users and seeds them with any pertinent data that must always be
present.
GetLockerFromId(self, Id)
Attempts to retrieve the locker with the designated Id from the database, returning “None” if it
is not present, or a Locker object if it exists.
GetLocker(self, Username, Password)
Attempts to retrieve the locker with the designated Username/Password from the database,
returning “None” if it is not present, or a Locker object if it exists.
GetLockers(self)
Attempts to retrieve all of the lockers in the database, serialized into a list of Locker objects. If
the list is empty, will return None.
GetUsers(self)
Attempts to retrieve all of the users in the database, serialized into a list of User objects. If the
list is empty, will return None.
GetUser(self, Id)
Attempts to retrieve the user associated with the given Id. Will return a User object if it exists,
None otherwise.
CreateUser(self, studentId, lockerId)
Attempts to Create a user with the given studentId, and sets the locker of the user to the given
Id. Will validate that the locker exists, that the studentId does not currently exist. If successful,
will return a serialized User object, None otherwise.
UpdateUser(self, user)
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Attempts to update all of the fields within User to those specified. Will return an updated user
object if successful, otherwise None.
DeleteUser(self, user)
Attempts to delete the user from the database. Will return None if successful, or a serialized
user object otherwise.
CreateLocker(self, Id)
Attempts to create a locker with the given Id. Will check to make sure that there is no locker
currently assigned with this Id. Will return a serialized Locker object if successful, None
otherwise.
UpdateLocker(self, locker)
Attempts to update all of the fields within locker to those specified Will return an updated
locker object if successful, otherwise None.
DeleteLocker(self, locker)
Attempts to delete the locker form the database.
GetConnection(self)
Returns a connection object to the database, which then must be closed by the code.
Locker.py
__init__(self, dbObj)
Will initialize a new Locker object to those specified in the dbObj
User.py
__init__(self, dbObj)
Will initialize a new User object to those specified in the dbObj
MCUServer.py
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__init__(self)
Attempts to initialize the MCUServer object. Will set the port, baud rate, initialize the
database, and attempts to open a serial connection to the Xbee unit. Should not serial
connection be made, will fail and terminate the program.
CheckForIsuIdCard(self, potentialId)
Validates that the provided input is a valid ISU Id swipe, complete with junk data. Will return
True if successful, False otherwise.
GetLockerOfId(self, Id)
Attempts to retrieve a locker from the DAL with the given Id
GetLockerOfUser(self, groupUsername, groupPassword)
Attempts to retrieve a locker from the DAL with the given username/password
TryToOpenLocker(self, locker)
Attempts to open the designated locker.
It will transmit an “open” command once, and then attempt to wait for an “ACKT” message
until a timeout occurs, where it resumes back to normal operations. Should an “ACKT”
message be met, will return to normal operation.
AdministrativeMode(self)
Runs the server in administrative mode. This is accessed by inputing the administrative
username/password from the keyboard.
In administrative mode, users may print a list of commands and run those commands. A guide
of these commands are available under the “Operation Manual.
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Figure 14. Administrative workflow
PrintHelp(self)
Prints a list of commands that an administrator can use, and how to use them. This method is
called at the start of an administrative session. The list of commands provided is detailed in
the “Operation Manual”
GetInputWithTimeout(self, timeout)
Helper function that will attempt to retrieve input from the user, timing out after the specified
period of time. Will sanitize the input and return None if a timeout occurs.
Run(self)
Method that loops through the server. Will wait for input, prompting the user for an ISU Id or a
username/password.
It will then check if the input is an ISU Id, if it is it will attempt to open the locker associated
with this Id.
If it is not an Id, it will prompt the user for a password. It will then check if the provided
username/password is for administrative mode, and enter administrator mode if so. If it is not,
it will check if the pair belongs in the database, and open an associated locker.

May1525 WiFi Connected Locker Access System 27

Figure 15. MCUServer flowchart

Power Consumption
To ensure that the requirement of having the batteries in the LCU last for two full semesters is
met, a series of power consumption calculations under various scenarios were made. Below
one can see the table defining all six scenarios. All scenario definitions were decided based
on conversations with the client about expected system operation.

Each scenario was calculated by summing together the mAh total for each of the four main
components (ATMEGA, Xbee, Servo, BiLED) in the locker control unit in each individual
scenario. A summary of the calculations can be seen in the table below, where all six
scenarios meet the requirement that LCU batteries must last at least two academic
semesters.
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Below one can see the detailed results and calculations for the four main components in the
locker control unit, defined separately.
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Testing Procedures and Specifications
Simulations and Modeling
Verification
To simulate the system, each subcomponent is run through a series of verification tests on a
breadboard. First, the ATMEGA is verified by sending the command to power the servo and
unlock the lock. When this verification test is run the servo is checked to be moving in a
smooth manner (no jittery behavior) and that the servo is moving the exact number of degrees
it was instructed to move. Furthermore, the servo is verified to be able to lock and unlock
upon command. Then, the different LED colors on a breadboard are verified by sending a
signal from the ATMEGA to light each color of the LED separately.
The student Id swipe is also simulated to verify that the locker can be opened wirelessly.
Furthermore, the LCD is verified to show correct user information and battery status.
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All of these verifications are the final piece of the testing procedures to verify system
functionality.

Issues/Challenges
Power Consumption
Power consumption is a critical challenge throughout this project. One of the system
requirements is to ensure that each locker control unit’s batteries would not have to be
changed more than once every academic year. When the initial design was created, the
resultant power calculations showed that the batteries would have to be changed every three
weeks. As this is obviously unacceptable, alternative designs to conserve power were
created.
The first method to conserve power was implemented by using an NPN transistor to cut off
the current draw to the servo when it is not being used. In the original design, the PWM servo
still operated under static current conditions (15mA) when it was not moving. This may not
seem like much, but over two academic semesters 15mA adds up very quickly. By adding this
feature to our design, the LCU power consumption was reduced significantly, allowing much
longer run time of the LCU.
The second method to conserve power was implemented using sleep functions on the
ATMEGA and Xbee. This was done by adding a 5 second sleep cycle on the Xbee and
Atmega hardware units. This results in the LCU and Xbee only checking for signals once over
a five second period, rather than continuously. This adds a very usable critical period in which
the MCU sends an open command, and the LCU may be asleep for up to five seconds before
reading this command and opening it’s lock. This was able to be implemented because the
MCU is powered through the wall outlet, resulting in power consumption not being a concern.
This implementation was able to save a very significant amount of power.
The final design resulted in the LCU only waking up when the XBee receives data, where the
Xbee polls every 5 seconds. In other words, the LCU is permanently asleep until data is in the
XBee’s buffer, meaning that during lowtraffic intervals, a significant amount of power is
maintained.

LCU Space Constraints
Each LCU locker unit had to fit into a locker while minimizing the amount of volume the unit
would consume in order to allow maximum storage of items in the locker. Therefore, the LCU
was designed by picking components that would take up minimal space. To do this a micro
servo was selected that would only take up a fraction of the space on a PCB, compared to a
standard servo. The PCB was then designed so the components on the board would be as
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compact as possible, while maintaining their functionality. After the PCB was designed to a
dimension as small as reasonably possible, the LCU case was selected to enclose all the
circuitry while taking up, again, minimal space in the locker. This was done by measuring the
dimensions of the PCB and battery compartment and then selecting a case as close to the
dimensions as possible. The exact dimensions that were necessary for the LCU case could
not be found on the commercial market, however there were sufficient tolerances that were
assumed. As such, a case that was slightly larger than necessary was selected, and the
dimensions of the PCB were altered so that it could be mounted in the case.

Voltage Regulation
In the initial LCU circuit design, the operating voltages of the main components were not
carefully selected. This caused several failures in components that burned out, which caused
other components to act sporadically. Several voltage regulators were then added to the
design, which corrected these errors and allowed the circuit to operate successfully.

Replay Attacks
One issue/challenge that was experienced was a replay attack. A replay attack is when data
is analyzed (encrypted or not) over a network, and is then sent back over the network to
“replay” it’s functionality. For a request, this isn’t that bad, however when commands are
being given (such as OPEN LOCKER), this presents a huge security risk.
Unfortunately, the system has a replay attack vulnerability. In the future, this can be mitigated
by including a timestamp in the encrypted message, and having the LCU/MCU only accept
unacknowledged timestamps sent within the past 10 seconds. The message would then
contain an ID, and that ID would be blacklisted from being received for the duration of the
replay vulnerability. This completely mitigates the vulnerability, and is considered the “industry
standard”.

Testing
Electrical Component Testing/Procedures/Specifications
When testing the circuitry of the LCU, a multimeter was used to measure the voltage and
current draw from each component. First, the 6V battery voltage was checked to ensure that it
was indeed 6V. Next, the output of the two voltage regulators was checked to make sure they
were indeed dropping the voltage to the 3.3V and 5V levels needed in the circuitry. The
emitter voltage of the transistor was then measured when pin 14 on the ATMEGA was set to
low and then again when it was set to high. It was also checked to ensure that when pin 14
was set to high that the emitter voltage was above 5V, to ensure the servo could turn on.
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Additionally, it was examined that when pin 14 was set to low, the emitter voltage was below 4
volts. This ensured that the servo would not turn on. After the critical voltage points were
tested on the circuit, the currents were measured to compute the power consumption of the
locker control unit.
To test the power consumption of the LCU circuitry, the current draw was measured from the
four major components (ATMEGA, Xbee, Servo, BiLed). Furthermore, the current was
measured from each component and multiplied by the time each component was active. The
resultant sum of each component’s current draw, times the time it was active, is equal to the
total mAh of the circuit. Once the total mAh of the circuit was known, it was divided by the
mAh of 4 AA batteries to see how long the circuit would last before the batteries needed to be
changed. Below is a diagram of where the current draw was measured from each component
(indicated by the red ovals):

One can see the resultant current draws and total mAh’s in the Power Consumption section of
this document.

Hardware Components Testing/Procedures/Specifications
In order to ensure that the hardware components were working correctly, a series of tests
were performed to verify correct operation. First, the timing on the LED and servo needed to
be verified. This was done by sending a signal to the LCU to open the locker and then using a
stopwatch to measure the amount of time it took for the lock to unlock, the amount of time the
lock stayed in the unlocked position, and the amount of time it took for the lock to relock. The
resultant times as follow:
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Furthermore, the biled was timed timed by sending a signal to the LCU to open the locker
and verifying, with a stopwatch, that the green LED illuminates for 10 seconds and then turns
off. Furthermore, the red LED was tested by draining the power in the batteries and verifying
that the red LED flashes once every five seconds, indicating that the batteries in the locker
needed replacement.
The next test that was performed was measuring the torque required to pull the lock, versus
the torque provided by the servo. This test was performed by utilizing a force meter to
measure the torque to pull the lock, then comparing it to the torque the servo can provide
according to the data sheet.

Software Components Testing/Procedures/Specifications
Software components (methods) are tested in two ways. First, they are run through physical
stress tests to verify that they function correctly. Secondly, after a valid testcase is confirmed,
an automatic test case is created to automate this process to verify the methods continue to
function after continuous changes.

Additional Information
Electronic Data Sheets
ATMEGA328 Datasheet
The ATmega48PA/88PA/168PA/328P is a lowpower CMOS 8bit microcontroller
based on the AVR enhanced RISC architecture. By executing powerful instructions in a single
clock cycle, the ATmega48PA/88PA/168PA/328P achieves throughputs approaching 1 MIPS
per MHz allowing the system designer to optimize power consumption versus processing
speed.
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http://www.atmel.com/Images/doc8161.pdf

Xbee Datasheet
The Xbee family of embedded RF modules provides OEMs with a common footprint
shared by multiple platforms, including multipoint and ZigBee/Mesh topologies, and both 2.4
GHz and 900 MHz solutions. OEMs deploying the Xbee can substitute one Xbee for another,
depending upon dynamic application needs, with minimal development, reduced risk and
shorter timetomarket.
https://www.sparkfun.com/datasheets/Wireless/Zigbee/XbeeDatasheet.pdf
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Appendix I: Operation Manual
General Use
1.) Users may open their locker by:
a.) Swiping their ISU Id on the USB Card Swipe
i.)
an Audible “Beep” will sound if the swipe is successful
b.) Typing in their group Username/Password on the keyboard
2.) Administrators may access the system by:
a.) Visiting the terminal and enter in the “Admin” account details
i.)
Until altered, default to “ADMIN”, “ADMIN”
b.) SSH into the system, and starting the MCUServer.py program
i.)
ssh LaffertyS1525”
ii.)
cd ~/S1525/src
iii.)
sudo python MCUServer.py
3.) Red LED’s are illuminated when the Locker battery is low, and should be changed
immediately

Troubleshooting
The most common issues are all resolved by restarting the Raspberry Pi. This can be done by
unplugging it and plugging it back in. Should the filesystem become corrupt, a backup of the
MCU is available to restore the application.
The common issues are:
1.) MCUServer.py cannot find a serial interface
a.) Caused because the Xbee device is unplugged or is erroring, and the operating
system cannot link to “ttyUSB0”
2.) LCU LED’s are not illuminating
a.) Caused typically by low or no batteries in the battery packs.

MCU Administrative Commands
The MCU, when ran in Administrator mode, can run explicit commands to help aid
administrators. For convenience, these commands are wrapped into the existing
MCUServer.py program, in a bashlike prompt. These commands are listed below, with a brief
description of what they do:
'quit'
: Quits the administrative mode, returning to normal operation
'help'
: Prints out this help message
'battery'
: Prints out the locker ids of all of the lockers with low batteries
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'users'
: print a list of all user IDs in the system
'lockers'
: prints a list of all locker ids in the system
'add_locker
<lockerId>' : Adds a locker with the designated id. The Id is to be given to the
LCU first, and then sent here
'add_user
<studentId> <lockerId>' : adds the user with the given ISU ID # to the provided
locker Id
'group_user
<studentId> <lockerId>' : Groups the given user to the given locker, so that they
can access it
'set_locker
<lockerId> <groupName> <groupPassword>' : Sets the given locker to have the
given groupName and password
'remove_user
<studentId>' : removes the provided user from the system
'remove_locker
<lockerId>’ : removes the locker from the system and all references to it from
users'
'revoke_locker
<lockerId>’ : removes all references to the locker and clears
username/password
Additionally, the administrative mode timeout after 60 seconds of no commands, returning to
normal operation. This is to secure the system from administrators who walk away from the
terminal, to safeguard the system and to help prevent unlawful access.

LCU Cooking Process
1.) Using an Arduino board to burn the bootloader onto an Atmega on a breadboard.
a.) Items needed; a 16 mHz crystal, 10 ohm resistor, and two 18 picofarad
capacitors
b.) Create board as below

c.) Upload ArduinoISP from onto Arduino board(file located Project.zip).
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d.) With Arduino interface, Run Tools > Burn Bootloader > w/ Arduino as ISP
e.) Bootloader now uploaded on processor

2.) Uploading sketches to an Atmega on a breadboard
a.) create board as below

b.) Update the project sketch in the Arduino software with correct LockerID
variable set. (Project sketch is located under Project.zip as LCUisp.ino)
i.)
Locker Ids must be unique, and are chosen by the user
c.) Press upload.
d.) Atmega can now be removed and added to the LCU hardware
3.) Solder the board together using PCB designs
4.) With the same LockerId as before, access the MCU in administrative mode
a.) Type in “add_locker YOUR_LOCKER_ID_HERE”
5.) And that’s it, now your LCU has been added to the system and is ready to receive
commands
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Appendix II: Alternative Designs
MCU Alternative Designs
One of the initial designs for the MCU involved much more dedicated circuitry. This circuitry
would communicate with the Pi over dedicated data channels. This design was altered
because it would put much more strain on the circuit designers, and it would be much less
agile (a standard QWERTY keyboard is both cheaper and easier to use than a dedicated
numpad).

LCU Alternative Designs
The LCU has a few issues going against it
1.) Rearrange components on PCB so servo motor is directly behind lock, this will ensure
that maximum torque will be applied to the lock.
2.) Replace the servo with a more powerful servo that can apply more torque to the lock.
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Appendix III: Other Considerations
The team would like to thank Lee Harker for giving us very easy access to hardware when we
needed it, and additionally explaining issues that would arise early in the project. His foresight
saved us many frustrating hours.
Additionally, the team would also like to thank Cy for always being there for us. Even after an
amazing victory or a crushing defeat, Cy is always there to pick is back up or to cheer with us
as we rush the field.

