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The Problem

● Current Lockers are:
○ Difficult to manage

■ High administrative overhead
■ Must manually assign lockers
■ Must rearrange locks 

○ Insecure
■ Padlocks with same lock shared year 

by year



The Solution

 MCU: Main Control Unit LCU: Locker Control Unit



Requirements (Simplified)

● Read student ID card, open assigned locker
● Student’s without card must be able to get 

into locker
● LCU and MCU must be self-contained

○ LCU must have no exposed cables, battery powered
● Entire system must be secure
● Allow remote administrative functionality
● Lockers must alert admins if battery is low



Initial Design - Concept Sketch



Initial Design

● Selected Major Components
● Design Functionality Decided

○ Basic MCU <--> LCU 
communication

○ High level circuitry 
○ Idea of security

● Used hardware provided by 
client from previous year



Initial Design - Issues

● Expensive
○ Arduino vs ATMEGA
○ Pricey MCU hardware

● Difficult to choose 
components

● Arduino was not standalone
● Size constraints not taken into 

consideration

http://hobbyking.
com/hobbyking/store/__23767__kingduino_uno_atmel_atmega_328_
pu.html



Design - Version 1.0
● Prototype as of 12/31/14
● Corrected most issues from initial design

○ Finalized Components and Batteries
○ Designed functional circuitry
○ Implemented standalone Embedded platform

● MCU <-> LCU communication defined
○ Enough to selectively open lockers
○ No dynamic communication (lockers hard-coded)

● Proof-of-concept



Design - Version 1.0 (LCU)



Hurdles - Version 1.0

● Security Leaks
○ Replay attack vulnerabilities
○ Communication not encrypted

● MCU Raspberry Pi was old
○ Not have enough USB ports
○ Slow Processor
○ Difficult to design around case



Hurdles - Version 1.0

● Power Consumption
○ Servo continually drawing current
○ Xbee and ATMEGA constantly on

● Operating Voltages
○ Components had differing operating voltages

● Atmega 
○ Did not know how to measure battery level



Design - Version 2.0 

● Implemented power saving circuitry
○ Disconnect of the motor from the circuit

● Replaced MCU hardware
○ From model A to 2B+

● Sleep functions implemented for resource 
saving

● Implemented voltage regulators



Further Revisions

● Space Constraints
○ PCB Design

■ Case and mounting holes 
■ New servo

● Mechanical Design
○ Support Plate
○ Lock Pull



Current Design

LCU Hardware
● Mounting Case
● Mounted on Locker

MCU Hardware
● Display
● Card Reader
● Keyboard
● Rasp. Pi



System Design (LCU)

● Brain
○ Atmega328 processor

● Communication
○ XBee series 1 

● Contents
○ Servo motor
○ Bi-LED
○ Battery pack
○ Lock



Detailed Design (LCU)



Detailed Design (LCU)
● Sleep to preserve power

○ 128 kHz oscillator - 16MHz clock
○ Xbee - Cycle sleep - Sleeps if no RF

● Poll signals every 5 seconds
○ MCU sends a signal, signal remains in queue 



System Design (MCU)

● Brain
○ Raspberry PI Model 2B+

● Communication
○ WIFI USB Dongle & Xbee Series 1

● User Interaction
○ QWERTY Keyboard
○ LCD Display

■ HDMI interface
○ USB Card Reader



Detailed Design (MCU)
● User Interaction

○ LCD renders simple form with text input
● User may type into form with keyboard

○ Username/Password is shared amongst the group
○ Card reader accepts ISU ID Cards





Detailed Design (MCU) (Remote)

● MCU is managed over an SSH connection
○ Username/Password combination

● A help message is displayed on login for 
common commands





Detailed Design (Communication)

● MCU Opens LCU with OPEN command
○ Packet form: <LockerID> OPEN
○ XBee automatically encrypts data

■ Vulnerable to replay attacks
● LCU transmits battery status back

○ Packet form: <LockerID> <Battery Voltage> batt
● ID and Voltage are 32 bit integer, voltage is 

measured in millivolts



Design Verification - Electronics

● Mathematically and experimentally verify 
circuit functions properly 

● Simulate circuit using computer software
○ Given circuit edge-values, verify individual circuits 

function appropriately
○ Eagle Software



Design Verification - Hardware
● Measure power consumption from major components (ATMEGA, LED, 

Servo, Xbee)

red ovals above indicate where current was measured 



Design Verification - Hardware
● Ensure servo motor can provide sufficient force to unlock locking 

mechanism using force meter

Test Case to Measure Force Needed to 
Unlock Locker

Test Case to Measure Force 
Servo Provides



Design Verification - Hardware

● Verify green and red LED’s 
illuminate at correct time

● Ensure MCU to LCU 
communication works at 
the maximum distance of 
the room
○ Verify correct lock is unlocking 



Design Verification - Software

● Verify data sent is encrypted
○ Attempt to physically capture data, print data being 

sent into local consoles
● Verify database updates run correctly

○ Automated testing on server startup / code compile
● Verify input edge-cases

○ Authentication cases



Demonstrations



Risks and Vulnerabilities
● Replay Attacks against LCU

○ Data encrypted, however can retransmit same bits to 
achieve same effect
■ Mitigate by implementing HTTPS protocols
■ Add timestamps on messages

● Social Engineering
○ Steal username/password from administrators

● Battery Usage



Why this project is awesome

● Easily Configurable
● Relatively Cheap
● Easily modified for alternative environments

● Questions?
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Resource costs and Estimates
● Labor

○ 5 Engineers (~30hrs/week)
● Parts - LCU

○ Each unit will cost around $50 (see BOM on next slide)
● Parts - MCU

○ One main control unit will cost around $125 (see BOM on next slide)

Total cost for 30 locker system: $1625



Bill of Materials



Schedule of Project



Power Calculations



Power Calculations (Cont)


